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WEAPONS OF MASS DESTRUCTION:
STOPPING THE FUNDING—THE OFAC ROLE

Thursday, February 16, 2006

U.S. HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON OVERSIGHT
AND INVESTIGATIONS,
COMMITTEE ON FINANCIAL SERVICES,
Washington, D.C.

The committee met, pursuant to notice, at 10:06 a.m., in room
2128, Rayburn House Office Building, Hon. Sue W. Kelly [chair-
woman of the subcommittee] presiding.

Present: Representatives Frank, Kelly, Kennedy, Price, Davis,
Gutierrez, Cleaver, and Scott

Chairwoman KELLY. This meeting of the Oversight and Inves-
tigations Subcommittee will come to order. Today’s hearing is on
the role of the Treasury Department’s Office of Foreign Assets Con-
trol (OFAC) in fighting the proliferation of weapons of mass de-
struction.

The spread of WMD, particularly nuclear weapons, poses the
greatest threat to the security of the United States and the peace
of the world. We know, then, that countries such as Iran must be
dealt with. We have all heard the hateful and ominous rhetoric
from the president of Iran, and we should all recognize the grave
threat posed by their possession of weapons of mass destruction.

If Iran is successful, other nations will likely follow its example,
and Iran itself could become a base for proliferations of WMD to
enemies of the United States, including terrorist groups such as
Hezbollah and Hamas. Acquisition of WMD, particularly nuclear
weapons, is an activity that states cannot easily undertake without
assistance from nations that already possess this technology. Even
the United States’ own Manhattan Project, the first successful nu-
clear project weapons program, required the technical skills not
only of our own country, but of industry from the British empire,
and the best minds of Germany, who were forced to flee because
of Nazi persecution.

Recognizing the key role foreign industry plays in WMD pro-
liferation, President Bush signed Executive Order 13382, blocking
property of weapons of mass destruction proliferators and their
supporters. Under this order, 18 companies have been designated
as supporters of proliferation, including 6 companies in Iran, 11 in
North Korea and 1 in Syria. This order strikes at proliferation by
stopping these companies from having any access to the U.S. finan-
cial system.
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This Executive Order is a powerful weapon to be used against
WMD proliferators. It can only work to the extent that financial in-
stitutions and other government agencies cooperate with it. Unfor-
tunately, there have been reports that one of the largest financial
institutions in the world, ABN AMRO, had a deliberate policy of
not reporting transactions with Iran to OFAC. There is a possi-
bility that these transactions going back to 1997 may have allowed
Iranian companies now listed under E.O. 13382 to access the U.S.
economy.

Evasion of sanctions regimes by financial institutions endangers
the United States and our allies and must be treated in a way that
reflects the severity of the crimes that are facilitated. A recent arti-
cle in The Wall Street Journal reported that more than seven
major financial institutions were withdrawing from trade with Iran
because of increased regulatory monitoring. Several of them are
under investigation, according to filings with the SEC, for possible
violations of OFAC regulations while they did business with Iran.

This country should never tolerate businesses making money
from hostile regimes that are working to develop weapons of mass
destruction. We must make sure the system that we have in place
for addressing that is not easily circumvented. OFAC has an impor-
tant responsibility in protecting our national security, and I look
forward to receiving the testimony of Director Werner and working
with him to strengthen his agency.

I turn now to Mr. Gutierrez.

Mr. GUTIERREZ. Thank you, Chairwoman Kelly, for calling this
hearing, the first oversight hearing of 2006. We’ve worked together
on many issues and presided over many hearings, particularly on
today’s subject; combatting the financing of terrorist activities.

I want to welcome Director Werner here this morning. The last
time I recall receiving testimony from OFAC was in June of 2004.
At that time, Mr. Werner’s predecessor indicated just how much
OFAC had grown—from 10 employees to 144—administering 27
economic sanctions programs.

I see from the first page of your testimony that you currently
have 125 employees handling 30 programs. I know that not every-
thing can be evaluated in terms of numbers, but at the appropriate
time I will ask you, Director, if that means that you have 20 vacan-
cies currently at OFAC since the last time, which was June of
2004, you had 134 employees, and if you’re working to fill those po-
sitions, and whether that work that the people were doing was
vital.

Recently, the front page of USA Today had a story called, “Fewer
Terror Assets Frozen. Lack of Urgency Feared in the Front.” I
Woulccl1 ask unanimous consent to place this article in the hearing
record.

Chairwoman KELLY. So moved.

Mr. GUTIERREZ. Again, while I don’t believe that the numbers
tell the complete story, and certainly immediately after 9/11, there
was a lot of low-hanging fruit which artificially inflated the number
of assets frozen at the time, I'm concerned about some issues raised
in that article as well as in the report by the GAO last October.

The GAO report indicated a number of problems in the overall
efforts to combat terrorist financing, many of which were directly
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linked to turf battles between Treasury and State. While some of
those issues are beyond the scope of OFAC’s activities, and are bet-
ter addressed by others at Treasury, many of your activities re-
quire OFAC, as in your opening statement again, to work very
closely with the State Department.

Therefore, I'm interested in learning what steps OFAC has taken

in the face of that report to improve its working relationship with
State and how the roles, responsibilities, and procedures are de-
fined when agencies working together on designations and block-
ing.
Finally, there is a point mentioned both in the USA Today article
and the GAO report which falls squarely within your purview. The
GAO recommended that Treasury provide more complete informa-
tion on the nature and extent of asset blocking in its annual ter-
rorist assets report to Congress. That’s us.

I was shocked to see that Treasury’s reply to the recommenda-
tion was that the agency objected and instead wanted the GAO to
recommend discontinuing these reports. When I read the GAO re-
port, it said this is what we recommended, this is what they re-
sponded, and I guess they wrote everything in the report. That’s
what I read. As a Member of Congress, particularly a member of
the Oversight Subcommittee, I want the reports. I understand we
should receive the next one in April.

As I said earlier, 'm not hung up on numbers, but I think we
need a way to measure effectiveness. If these snapshots do not pro-
vide us with that ability, please help us figure out how to assess
your performance and include additional information to place the
numbers in context. I think that’s what the GAO report—we said
we needed more numbers to place it in context.

Thank you very much, and I look forward to the Director’s testi-
mony.

Chairwoman KELLY. Mr. Price, have you an opening statement?

Mr. PrIiCE. Thank you, Madam Chairwoman. I also want to join
my colleague in thanking you for calling this hearing and wel-
coming the Director. I look forward to your testimony. I would also
be interested in your assessment of whether or not Congress is get-
ting the kind of information that it needs. There’s some indication,
as Mr. Gutierrez said, that we’re not, and I would appreciate your
comments about that.

I also am interested in whether or not you are able to interact
with any other nations who have similar concerns in terms of
WMD and assisting in limiting the amount of resources that are
going to folks who are interested in developing that, and I haven’t
seen that in your report. I look forward to your testimony and wel-
come you.

Chairwoman KELLY. Thank you. And we'’re joined by the ranking
member of the Full Committee, Barney Frank.

Mr. FRANK. Thank you, Madam Chairwoman, for this. And I ap-
preciate the way you and the ranking member have worked to-
gether to make the Oversight Subcommittee an effective part of our
work.

Mr. Werner, I'm troubled by something that is not your responsi-
bility personally. You may be a victim of it, but you're here as a
representative of the Treasury Department. And I read the GAO
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report. I should say that I don’t usually get to come to this sub-
committee’s hearings. I think the chairman and ranking member
work very well together. They do an excellent job on oversight. And
with the responsibilities of ranking member of the Full Committee,
with all of the subcommittees, it’s hard to get to them all.

But I was so appalled when I read the GAO report on terrorist
financing that came out in October, that I had to come here. What
the GAO says is that there is a major turf battle going on between
Treasury and State. Shame on us. This is an extraordinarily impor-
tant issue, terrorist financing, and we have a State-Treasury dis-
pute, according to the GAO. State says it’s the lead agency. Treas-
ury says, no you're not. Justice says they don’t agree with either.
And the fact that a dispute of this sort goes on and isn’t resolved
is appalling to me.

So one question I have is, why hasn’t this been brought to the
National Security Council, which I assume would be the appro-
priate place to mediate a serious interdepartmental dispute, and
have it resolved? The report, from pages 16 to the end, talks about
serious disagreements and says that this hurts our efforts.

Let me read in the report just the headings. “State and Treasury
officials also disagree on procedures and practices for the delivery
of counterterrorism financing, training and technical assistance.”
“State and Treasury officials disagree on the use of OTA funding
and contractors.” “State, Justice and Treasury officials disagree on
whether it is appropriate for U.S. contractors to provide assistance
in the legislative drafting efforts.” “Treasury and State officials dis-
agree on the use of confidentiality agreements between contractors
and the foreign officials they advise.” “State and Treasury officials
disagree with the procedures for conducting assessments of coun-
tries’ needs for training and technical assistance.”

This is appalling. And I really would hope you will tell us, do
these disagreements persist? This is a report issued in October. Do
these disagreements persist? What efforts have been made? You
know, have any of these six or seven disagreements now, have we
come to agreement? Maybe you can bring the U.S. Trade Rep-
resentative in and he can negotiate a treaty here. He doesn’t seem
to be doing too well in Dubai. He may have some extra time.

Have these been resolved? If not, what’s going on to resolve
them? Has this gone to the White House? Has it gone to the Na-
tional Security Council? I would think this is what you have a Na-
tional Security Council for. And apparently, you know, I should say
there may be some Congressional problem here. This reports cites
some statutes that aren’t explicit about some of these things. But
that’s what you have a White House coordination body for. And
this kind of three-way disagreement is a serious problem.

Now, I also think it does not do, frankly, to ignore problems. You
make one reference here to the State Department and how you
work with the State Department in your statement, and that’s a
good thing, but frankly, when you read this GAO report, you have
to question the kind of bland notion of things about how you work
together. And as I say, these are not simply jurisdictional issues
with no substance. These are substantive issues.

And so I will be asking you, do these disagreements listed in the
GAO report persist? If so, what efforts are being made to resolve
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them? Is there some interagency procedure that is set up to deal
with them? The persistence of disputes. I mean, I've got to say, this
is so dysfunctional. I listened to what GAO reports, and what
Treasury and State think, and I think I'm seeing one of these kinds
of major disagreements like between, you know, I don’t know, be-
tween the head of FEMA and the head of Homeland Security. I
mean, we're talking about apparently a serious disagreement about
how to function, and on something that is so important, terrorist
financing.

For the Treasury and State Departments to be in prolonged dis-
agreement and for the White House not to have resolved it is a se-
rious problem. Some problems you can’t fix in the world. But I
would think these kinds of disagreements over who’s in charge and
what procedures to follow between two American governmental de-
partments ought to be solvable if the Administration simply had its
attention called to it.

Thank you, Madam Chairwoman.

Chairwoman KELLY. I thank you. And, Mr. Frank, I would be de-
lighted if you are still here that you ask questions, but if you are
not here, if you want to submit those in writing, we will accept
them and put them in the record.

Mr. FRaNK. Thank you, Madam Chairwoman. I'm going to try
and stay.

Chairwoman KELLY. Thank you. I also would like unanimous
conse(rilt to put a statement from Chairman Oxley in the record. So
moved.

And we'll turn now to Mr. Davis.

Mr. DAvis. Thank you, Madam Chairwoman. I think in the age
of the global economy where countries, economies, corporations,
people, and groups around the world become increasingly inter-
connected, many of our traditional governmental mechanisms that
we've used for regulation and oversight are not as effective as they
once were.

And as we look at this problem, the seriousness of it, I see tre-
mendous opportunities for the Treasury and State Departments to
come into a new type of hybrid relationship dealing with these
issues at the root.

And particularly as somebody who’s watched the emergence of
Iranian nuclear capability very, very closely, one of the ironies that
I have found in that and other purveyors of weapons of mass de-
struction, that some of the very countries that are trying to prevent
or deter Iran’s emergency in the nuclear world actually had cor-
porations and businesses who had a tremendous vested interest in
selling components or supporting elements, technologies, providing
services, infrastructure and construction, that contributed to this
problem in the long run. So in a sense, it facilitated creation of it
and now we’re trying to solve that problem.

And I think one of the things that we would hope to hear about,
and to help you with in any way from our perspective, is bringing
to account these entities in countries with whom we do a tremen-
dous amount of business, have a tremendous amount of trade, to
prevent and deter them at the root from continuing these relation-
ships in the long run.

And with that, I yield back.
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Chairwoman KELLY. Thank you, Mr. Davis. Our witness today is
Robert Werner, Director of the Office of Foreign Assets Control,
U.S. Department of the Treasury. Director Werner has led OFAC
since October of 2004. Prior to then, he served as chief of staff of
FINCEN. He has also served in the U.S. Attorney’s Office, the Con-
necticut Attorney General’s Office, and has clerked for two U.S. Su-
preme Court justices. He is a graduate of New York University
School of Law, Columbia University, and Amherst College.

We welcome you here this morning and look forward to your tes-
timony. You may proceed, Mr. Werner. I assume that you under-
stand our light system for the timing. I will extend to you as much
courtesy as I can, depending on how long you go. But because this
is a busy place, I tend to try to keep people within the 5-minute
rules. The green light means there’s 5 minutes. The yellow light
means there’s 1 minute, and please sum up, and the red light obvi-
ously means that we’re out of time.

Please—we’re very interested in this topic, so please proceed.
Thank you.

STATEMENT OF ROBERT W. WERNER, DIRECTOR, OFFICE OF
FOREIGN ASSETS CONTROL, U.S. DEPARTMENT OF THE
TREASURY

Mr. WERNER. Thank you very much. Chairwoman Kelly, Ranking
Member Gutierrez, and distinguished members of the sub-
committee. Thank you for this opportunity to discuss the Adminis-
tration’s efforts to combat the financial underpinnings of the pro-
liferation of weapons of mass destruction.

I also thank you for your long-standing leadership and support
in fostering an ongoing dialogue on this and other issues con-
cerning national security that affect all Americans.

OFAC is dedicated to carrying out the complex mission of admin-
istering and enforcing U.S. economic and trade sanctions based on
U.S. foreign policy and national security goals. We currently have
approximately 30 such programs, including residual enforcement
actions related to programs that have been lifted. These programs
target rogue nations as well as particular groups, entities, and indi-
viduals.

I also note, Madam Chairwoman, that all of the programs we ad-
minister require that we work closely with a broad range of govern-
ment agencies and private sector industries. We are presently mak-
ing efforts to expand and improve our communication with our di-
verse constituencies, ranging from the financial and service sectors
to manufacturing and agricultural industries. In turn, the coopera-
tion we receive from U.S. businesses in complying with sanctions
is generally exceptional.

I would now like to turn to the primary reason we are gathered
here today. In the aftermath of the September 11, 2001, attacks,
the horrifying prospect of WMD falling into the hands of terrorist
or rogue regimes has become all the more real to us. Recent events
involving the nuclear programs of North Korea and Iran dem-
onstrate the challenge we face.

Prior to the President issuing the new WMD order, the U.S. Gov-
ernment had imposed a variety of other sanctions with respect to
proliferation of WMD. For example, Executive Order 12938 author-
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izes the Secretary of State to impose procurement assistance and
import bans against foreign entities and individuals determined to
have contributed materially to the proliferation efforts.

In examining the existing arsenal of financial sanctions tools to
combat proliferation, however, the President and others, such as
the members of the Silverman-Robb WMD Commission, believe
that more could be done. On June 29, 2005, as you noted, the
President took an additional step by issuing Executive Order
13382. This order adds powerful tools, a transaction prohibition
and an asset freeze, to the array of options available to combat
WMD trafficking. The strong new blocking provisions imposed by
the President apply to property and interests in property of entities
and individuals designated under the order.

By prohibiting U.S. persons from engaging in transactions with
entities and individuals targeted by the order, we can effectively
deny proliferators and their supporters access to the U.S. financial
and commercial systems, cutting them off from the benefits of our
economy.

At the same time the President issued Executive Order 13382, he
also designated eight entities in North Korea, Iran, and Syria. The
entities designated by the President based on evidentiary packages
developed by OFAC investigators in close cooperation with col-
leagues in various agencies reflect some of our government’s pri-
mary proliferation concerns.

The risks of WMD proliferation associated with North Korea,
Iran and Syria are of tremendous concern to all of us. By publicly
designating entities and individuals that engage in proliferation ac-
tivities and those that support them, we aim to first expose their
illicit activities. Through public designation, we intend to inform
third parties who may be unwittingly facilitating proliferation
through what they believe to be legitimate business activity of their
association with WMD proliferators. We also mean to isolate these
proliferators financially and commercially by denying them access
to our system, and to disrupt and impede the operations of the
WMD proliferators and their supporters.

While the public designation of these entities by the President
which exposes their illegitimate activities to the light of public
scrutiny is very important, OFAC’s continuing role as part of ad-
ministering the sanctions program is to look behind these entities.
For our investigators, the entities named by the President rep-
resent a starting point as we seek to unravel the support networks
that enable these entities to function.

In addition, the subsequent designation of any entity or indi-
vidual serves as an additional basis for aggressive investigation by
OFAC in pursuit of designating additional parties. We refer to
these as derivative designations, and it is this approach, targeting
the broader support networks, that has over time proved to be a
determining factor behind successful designations. With decades of
experience in administering and enforcing dozens of economic sanc-
tions programs, one lesson is clear to OFAC: True success is based
not on isolated designation actions, that is, actions undertaken only
once with no follow-up. Quite to the contrary, our greatest areas of
success have been based on sustained aggressive action over time
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that evolves and adapts to match the ever-changing methods of our
adversaries.

As we apply the designation criteria of the order to strike our ad-
versaries again and again, we disrupt their attempts to disguise
their illicit activities in the stream of illicit commerce. In the con-
text of the new order, this means we target not only the missile
or bomb maker, but also the procurement funds, the brokers and
middlemen, the logistical apparatus used to move dangerous weap-
ons to market, and the financiers that provide the financial mecha-
nisms that facilitate proliferation activities. And we've tried to vis-
ually display that on the slide above, because that’s very, very im-
portant and key to how we approach our designations.

I should also emphasize that interagency coordination is clearly
a critical part of the designation process, because we have to en-
sure that our public designation of entities and individuals com-
prising a network do not jeopardize the ongoing operations of our
colleagues in law enforcement, with the intelligence community,
and are consistent with our government’s foreign policy and na-
tional security objectives and interests.

Finally, I also think it is important to highlight that this new
sanctions program underscores the President’s commitment to
work with our international partners to foster cooperative efforts
against WMD proliferation, including those undertaken through
the Proliferation Security Initiative.

In addition, we hope that this program can provide a model for
other nations to draw upon as they develop their own laws to stem
the flow of financial and other support for proliferation activities as
called for in the United Nations Security Council Resolution 1540
and the Gleneagles statement of the G-8. In that regard, a number
of agencies, including Treasury and State, have been engaging in
active outreach across the world.

Once again, I thank you for the opportunity to discuss OFAC’s
role in this important program, and I would be pleased to answer
any questions you have.

[The prepared statement of Mr. Werner can be found on page 00
of the appendix.]

Chairwoman KEeLLY. Thank you so much, Director Werner.
You're doing very important work. And also thank you so much for
the slides that you have shown us.

I've got a couple of questions. First is a question about whether
or not the United States is concerned that ABN AMRO was laun-
dering WMD money for Iran through Dubai. Are you concerned?

Mr. WERNER. I'm very concerned by the kind of activity that the
ABN AMRO case demonstrated may have been going on. We know
what was going on with ABN AMRO, and that activity is a real
threat to OFAC programs, which is why we were so pleased to be
able to join with the Federal Reserve in taking very, very signifi-
cant action against that bank for what, as you said, Madam Chair-
woman, was really a very intentional, systemic program to strip in-
formation out of transactions and thereby deny U.S. persons the
ability to understand what sort of transactions were flowing
through the United States.

Interestingly enough, what we saw in that case was some of the
transactions that they’re shipping information out of the United
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States were, with respect to the underlying transactions, not ille-
gal. They were U-turn transactions, which are permitted by the
Iran program. But other transactions we do see landed in the
United States. They were not U-turned and clearly violative of our
programs. And more importantly, the practice of stripping that in-
formation, while U-turns may be okay in Iran, theyre not okay in
other programs. And that very practice was really, really troubling
to us.

We were pleased to be able to make a very strong statement with
the ABN AMRO action, and we intend to continue to look at other
situations that may involve other international banks involved in
that kind of conduct, because as you know, it’s WMD, it’s terrorism,
it’s narcotics trafficking. It’s everything that our programs are
aimed at that can really be circumvented by that kind of systemic
program.

Chairwoman KELLY. Americans now know that Dubai was a fi-
nancial center for Al Qaeda prior to the attacks of 9/11. Would
Americans be wrong to think that now Iran may be running some
of its WMD acquisition program through the banks in Dubai?

Mr. WERNER. Dubai is an area, because it is such a growing tran-
sit point for trade, that is of tremendous concern to us, and it’s an
area that we will continue to try and work on with the UAE and
with other industries that we regulate, to make sure that we can
understand what sort of activities are going through the ports
there and what are the vulnerabilities that we face.

Chairwoman KEeLLY. Has Treasury ever raised the concerns
about WMD proliferation and the massive Iran sanctions busting
with Dubai?

Mr. WERNER. We have; in fact, my Deputy Director just got back
from a trip to the UAE with an interagency team where the issue
of prgliferation and developing joint ways of addressing that was
raised.

Chairwoman KELLY. Were these issues raised when Treasury as
the head of the Committee on Foreign Investments in the United
States reviewed and recently approved a Dubai company, Dubai
Ports World, taking control of six major U.S. ports, including the
ports of New York and New Jersey?

Mr. WERNER. Madam Chairwoman, I know that’s an issue of con-
cern to you. It’s both outside of my responsibilities at OFAC and
outside of my knowledge base. I'm unable to address that.

Chairwoman KELLY. Mr. Werner, would you be able to get me an
answer for that, please?

Mr. WERNER. I will take your question back to Treasury.

Chairwoman KeLLY. What would you say to suggestions that
Dubai should be a candidate for designation as a jurisdiction of pri-
mary money laundering concern?

Mr. WERNER. Again, that’s outside of the specific OFAC role. It’s
a significant policy issue. I think that while there’s no question
that we have to pay a lot of attention to the kinds of activity that
may be flowing through the ports in Dubai, and my experience has
been that our outreach to the UAE is well received by them, and
that they’re anxious to engage in a dialogue with us.

And so again, others would decide whether to designate them as
a primary money laundering concern. But what I can say is I agree
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with you that it’s an area that we have to pay attention to. On the
other hand, my own feeling is that theyre striving to work with
OFAC on our issues.

Chairwoman KELLY. Of course they’re going to appear to strive,
simply because they want to buy six major ports. But I would hope
that you can come back to me with an answer on that question I
asked about the ports. But I also understand that perhaps a bit of
cynicism on our part from Treasury in dealing with these people
might be beneficial.

I am very concerned about Dubai and their role in what we know
was funding and passing the money through from Al Qaida prior
to 9/11.

I want to ask you another question. Last year, a man was in-
dicted in Connecticut for allegedly selling prohibited equipment to
a branch of the Iranian government which is involved in producing
ballistic cruise missiles. The indictment alleged that he hid the
deal using an Iranian bank with a branch in the UAE.

The indictment quoted a fax this individual sent to this Iranian
weapons agency, and I'm going to read a quote from that fax. The
quote is, “All transactions between our firms can be handled
through Bank Saderat, Dubai, main branch, by directly depositing
the funds to our account to avoid tracing of foreign agencies.”

Is the Bank Sadarat an entity of specific concern? And if not,
why not?

Mr. WERNER. Well, Bank Sadarat, which is an Iranian-controlled
bank, is actually under our current Iranian sanctions program. No
U.S. person is permitted to deal directly with that bank. So, yes,
Bank Sadarat is an entity of concern under our existing sanctions
programs.

Again, Madam Chairwoman, you’re raising an excellent point.
The whole issue, though, of front companies and the possible use
of UAE incorporated companies by Iranian entities or citizens is an
issue of concern for us. It’s a challenge in all of our programs, from
the narcotics trafficking program to the terrorist program to WMD,
which is that as people strive to use the formal financial commer-
cial system, they've developed very creative ways of creating enti-
ties that appear innocent but aren’t. And that is one of the areas
in which we’ve attempted to target our resources. It’s very labor in-
tensive. The more transparency we can get in our system—as well
as in the systems of other countries—the more that will facilitate
our ab